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MAMATKA

0 Mepax no npeaynpeXxAeHNIo XMLWEHNn AeHEXHbIX CPeACTB Npu UCMO/b30BaHUM HaHKOBCKMX
KapT

[ns npenotepateHns NpoTUBONPAaBHbIX AENCTBUM MO CHATUIO AEHEeXHbIX CPeACTB C
6aHKOBCKOro cyeta Heo6xoanuMo NCX0aMTb U3 cneaytowero. CoTpyaHukn 6aHka H1koraa no
TenedgoHy UNn B 3NEeKTPOHHOM NCbME He 3anpalmnBaloT: - NepcoHasbHble CBeaeHNs (cepus n
HOMep nacnopTa, afpec perncrpaunm, uMs nu pammnnns snagesnbla KapTbl); - PEKBU3UTbI U
CPOK OENCTBNSA KapThbl; - naponu nnu koabl 3 CMC-coobuweHunii ons NnoATBEpXAeHUS
CPMHAHCOBbIX Onepaumnin Unn nx oTMeHsl; - noruH, NMNH-kon n CVV-kon 6aHKOBCKMX KapT.
CoTpynHvKky baHka TakXe He npegnararT: - yCTaHOBUTb NPOrpaMmbl yAaneHHoro noctyna
(UM CTOPOHHME NPUNOXEHMS) HA MOBUIbHOE YCTPONCTBO U Pa3pPELLNTb NOLKIIOYEHNE K HAM
non NpensoroM TeEXHNYECKom NoanepXkKu (Hanpumep, yaaneHue BMpycos C YCTPONCTBA); -
neperTtn no ccoinke n3 CMC-coobuweHnid; - BKNIOYUTb Nepeaapecaumio Ha TenedoHe KnmeHTa
LONS COBEPLIEHNS B AaNbHEWILEM 3BOHKA OT €ro MMeHM B 6aHK; - No4 nx pyKoBOACTBOM
nepeBecTn 4N COXPaHHOCTM AEHEXHble CPeACTBaA Ha «3allMLUEHHbIV CHeT»; 3alnTun B
OHNawnH-kabuHeT no ccbinke n3 CMC-coobweHnii unm aneKTpoHHOro nucbma. baHk Mmoxer
MHULMMPOBATb OBLWEHME C KIMEHTOM TOMbKO ANS KOHCYbTaUMWiA N0 NPOAYKTaM 1 ycnyram
KpeaMTHO-PMHAHCOBOro yypexaeHus. [Npy 3ToM 3BOHKM COBEPLIAKTCS C HOMEPOB,
yKasaHHbIX Ha 060POTHOI CTOPOHE KapTbl, Ha caiTe 6aHKa NN B OpUrMHANbHbIX 6aHKOBCKMX
LNOKYMeHTax. ViHble Homepa He MMEIOT HUKOro OTHoWeHMS K 6aHky. CneayeT ncnonb3oBaTb
HageXHble opuLmarnbHbie KaHanbl CBA3W C KPeANTHO-PMHAHCOBbLIM y4peXxaeHnem. B
4aCTHOCTM, POpPMy 0BpaTHO CBA3M Ha caitTe baHka, OHNAH-NPUNOXEHNS, TENEMOHDI
ropsiyen nMHUK, rpynnbl MM 4at-60Tbl B MECCeHOXepax (ECNN TakoBble UMEKOTCS), a TakXe
ogomumanbHble 6aHKOBCKUE NpunoxXeHns na marasmHoB App Store, Google Play, Microsoft
Store. Heob6x0aUMO yunTbIBaTh, 4TO AEpXaTenb kKapTbl 06s3aH caMOCTOSITENbHO 06ecneynTb
KOH(OMAEHUMANBHOCTb €€ PEKBM3NTOB 1 B 3TOM CBA3UN N3beratb: - NOOKIOYEHNS K
obwenoctynHbiM ceTsm Wi-Fi; - ncnonososanue MNMMH-kona nnu CVV-kopa npu 3akase
TOBApPOB M YCNyr Yepes CeTb «VIHTEpHET», a TakXe No TenedoHy (gpakcy); - coobleHns
KOLOB TPeTbMM NiMuam (B NPOTMBHOM Cyyae ntobble onepauunn, CoBepLIEHHbIE C
ncnonb3osaHuem NMNNH-kona nnu CVV-koga, cumtaroTcs BbINONHEHHbIMU CaMUM epXaTenem
KapTbl M He MOryT BblTb ONpPOTecToBaHbl). [Npy ncnonb3oBaHun 6aHKkOMaToB OTAaBalnTe
NpeanoyYTeHns TeM, KOTOPble YCTaHOB/NEHbl B 3alUULEHHbIX MeCTax (Hanpumep, B
rocyypexaeHunsx, oducax 6aHkoB, KpyrnHbIX TOProBbix LeHTpax). Mepen ncnonb3oBaHMeM
H6aHkomaTa ocMOTpUTE ero n ybeamntech, 4TO BCe ONnepauun, CoOBepLIAEMbIE NPeablayLmMm
K/IMEHTOM, 3aBepLIeHbl; 4TO Ha KNnaBuatype U B MecTe ANs npuemMa KapT HeT AOMOJIHUTENbHbIX
yCTPOICTB; obpallaiiTe BHUMaHNE Ha HENCMPABHOCTY 1 noBpexaeHns. Cosepluas onepauum,
He NpuCnylWmnBanTeCb K COBETaM HE3HaKOMbIX NIOOENR U HEe NPUHUMaNTe nux nomoub. [pw
ncnonb3oBaHnmM MOBMNBHOrO TenedpoHa cobnpanTe cneayowme npasuna: - Npy ycTaHoBKe
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NPUNOXeEHNA obpaluaiTe BHUMaHNe Ha NOTHOMOYNS, KOTOPbIE OHW 3anpalwnBatoT. byabTe
0COBOEHHO OCTOPOXHbI, ECNN MPUNOXEHNE NPOCUT NpPaBa Ha YTEHNE aapPECHOWN KHUK,
oTnpasky CMC-coobuweHunid n 0ocTyn K ceT «/IHTepHEeT»; - OTK/IIOYMTE B HACTpOKKax
BO3MOXHOCTb UCMONb30BaHUS rO0COBOr0 yNpaBneHns npu 3abnoknpoBaHHOM 3KPaHe.
MpumeHss cepsucbl CMC-6aHka, cBepsiiTe pekBuanTbl onepaumm B8 CMC-cooblweHum ¢
04HOPA30BbIM Naponem oT odouumanbHOro Homepa 6aHka. Ecnm pekBmamnTbl He coBnanaroT, TO
TakoW naposib BBOAUTb HEeNb3s. [Mpu onnate ycnyr kKapTol B ceTn «VIHTepHeT» (0cobeHHO npu
NPUBA3KE K PEryNspHbIM Naatexam nnm akkayHtam) TpebyeTcs Bceraa yumtbiBaTb BbICOKYHO
BEPOSAITHOCTb nepexoa Ha nogaesibHbll CanT, CO34aHHbIA MOWEHHUKaMKU 415 KOMIpoMeTaLumm
KNIMEHTCKUX AaHHbIX, BKOYas NnaTexHble KapToyHble AaHHble. Heobxoammo ncnonb3oBarb
TONIbKO MPOBEPEHHbBIE CaiThbl, BHUMATENbHO YnTaTh CMC-coobweHuns ¢ kogamm
NOATBEPXAEHWIN, NPOBEPATb PEKBU3UTLI onepauunin. nga MMHMMn3aumm BO3MOXHbIX XULLEHWIA
npwv NPoBeLeHUN onepawmii C UICNONb30BaAHNEM CEeTU «VIHTEepHET» peKkoMeHayeTCcs 00OPMUTb
BMPTYyalbHYIO KapTy C yCTaHOB/IEHNEM pa3Mepa MHOANBMAYaNTbHOrO NMNMUTA,
orpaHu4yMBaroLero onepaunn gna 4aHHOro suaa KapTbl, B TOM YMC/Ee C UCMONb30BaHNEM
LpYrux 6aHKOBCKMX KapT, BbiNyWEHHbIX HA UM aepxarens kapTol. Korga 6aHk cumtaet
nogo3puUTeNbHbIMU Onepauumn, KOTopbie COBEPLIAIOTCS OT MMEHM KIIMEHTA, OH MOXET MO CBOEW
MHULUMATMBE BPEMEHHO 3abnokmpoBaTtb fOCTyn K cepBucam CMC-6aHka 1 oHnaH-kabuHeTa.
Ecnun onepauunn coBepleHbl gepxaTtenem kapTbl, Ans ObICTporo BO306HOBNEHNS AOCTYyNa K
LEHEXHbIM CPEACTBAM AOCTATOYHO NO3BOHMTbL B KOHTAKTHbIA LEHTp 6aHka. B cnyyae cMeHbl
HoMepa MOBUNbLHOro TenedoHa Nn ero yTepu CBSAXMUTECh C 6aHKOM ANS OTKOYEHMS U
6nokmpoBku goctyna k CMC-6aHky 1 3abnokupyinte cum-kapTy, 06paTUBLINCL K COTOBOMY
onepartopy. [pn BO3HNKHOBEHUN Manenmnx Noao3pEeHNn HacHeT nNpeanpuHUMaeMbIX NombITOK
COBEPLLEHNS MOWEHHNYECKUX OEVACTBUIA CneayeT He3aMeaNMTEeNbHO yBeAOMUTb 00 3TOM BaHK.
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